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Abstract

One of the most challenging aspects of the future of e-government is the practical
implementation of ‘seamless’ government across jurisdictions. In Australia’s
federation, this means integrating systems and processes across some combination of
the Australian Government, State and Territory Governments, and Local
Governments and Authorities. This paper sketches the likely practical implementation
of such integrations and then focuses its attention on the issues of accountability for
the organisational arrangements described. As well as identifying the limitations
present in current legal and regulatory circumstances, the paper proposes one possible
approach that uses information technology to facilitate practical scrutiny of a complex
multi-jurisdictional operation.

Introduction

This paper paints a picture of a future where electronic government (e-government)
services are integrated across tiers of government in Australia. It does not focus on the
necessary technology issues that must be addressed, nor does it consider the process
re-engineering and the standards agreements that will be required to make integrated
services a functional reality. Rather, it looks at the underlying organisation needed to
balance the requirement of focused operations delivering an efficient service, and the
variety of interests that must coalesce to provide the environment in which integrated
services are operated. The paper firstly sets the scene by defining e-government and
integrated services as a basis for the remainder of the discussion. Attention then turns
to describing the type of organisation that will be needed to house the operations of
any non-trivial cross-jurisdictional integrated service. It adopts a vision of such an
organisation at its most complex, involving many government agency partners as well
as the private sector. After briefly recounting the nature and characteristics of such an
organisation, the paper narrows its focus to the accountability issues that the
organisation would raise. Critical issues around jurisdictional boundaries and the
limits of auditor insight into complex services operated by many partners are
explored. Finally, the paper introduces a potential accountability facilitator derived
from the same technologies that permit the integration of services. The proposed
facilitator is complete with a security architecture that would aid in maintaining the
integrity of jurisdictional boundaries without compromising the thoroughness of
accountability review.

An Introduction to Integrated e-Government
E-government is a well-established part of government activity (National Office of

the Information Economy, 2002). Virtually all developed countries and an increasing
range of developing countries are providing government information and services
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enabled or supported by Internet and information technologies (Accenture, 2003,
Organisation for Economic Co-operation and Development, 2003). A substantial
proportion of these international e-government offerings are really only alternate
information channels, but early pioneers have already established the viability of
providing more complicated services over the Internet (Accenture, 2003, Organisation
for Economic Co-operation and Development, 2003). In Australia, the federal
government established an agenda to have “all appropriate services online by 2001”
(Department of Industry Science and Technology, 1997). In February 2002, Prime
Minister John Howard announced the attainment of that goal with over 1600 services
available (Alston, 2002). The then Minister for Communication, Information
Technology and the Arts, Senator Richard Alston, stated that this was only the
beginning and that the government would focus on increasing the interactivity of the
services available and the integration of offerings between agencies and across
government tiers (Alston, 2002). This direction has been imbedded within Better
Services, Better Government (National Office of the Information Economy, 2002),
where one of the six key objectives is to “integrate related services” leading to “the
quality and efficiency of government services and information [improving] to create
broader and faster access to integrated, flexible and more customised services”
(National Office of the Information Economy, 2002, p1).

Australia is and has consistently been one of the leaders in implementing e-
government (Accenture, 2003, National Office of the Information Economy, 2002). It
is appropriate and inevitable that the Australian Government would turn its attention
to the more challenging task of integrating services across agencies and across
jurisdictions. This goal is one of the archetypal catch cries of e-government: “From
the user’s perspective, e-government should enable citizens and business to deal with
government on a vast range of matters, any time of the day or night, without having to
understand which part of government is providing the service they require” (National
Office of the Information Economy, 2002, p5).

So, what does ‘integrated services that hide the machinery of government’ actually
mean? In considering the actual services, there are four variations that are lumped
together into ‘integrated services’ discussions:

e All relevant agencies offering the same service in a common manner, sharing data
definitions and at best sharing data, but no technological integration between the
services being offered (eg, Tasmania’s CouncilConnect
http://www.councilconnect.tas.gov.au/councilc/home.do)

e Services are collected together under a common theme or event. The services are
not inherently integrated, or even with a common look-and-feel, but are grouped
in ways that aid discovery and promote comprehensive completion of necessary
services (eg, Australia.Gov http://www.australia.gov.au/, HomelnSite
http://www.homeinsite.tas.gov.au/, FishOnline http://www.fishonline.tas.gov.au/,
etc)

e Services are delivered by a single provider as an agent of other government
agencies. Singular services are offered by the agent and the integration is hidden
from the ‘customer’ (eg, Centrelink, ServiceTasmania, ServiceSA)

e Services are technologically integrated into a pseudo-supply-chain application.
This requires the most sophisticated integration work and is not often
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implemented (eg, online ABN registration process
http://www.abr.business.gov.au/)

Regardless of the extent of claimed or proposed integration, there are inhibitors to
‘perfect’ integration (ie, a single, coherent instance of a service offered regardless of
the legislative or jurisdictional distinctions underlying the different elements of the
service). The dominant inhibitors are the need to maintain a multi-channel offering for
the vast majority of government services (National Office of the Information
Economy, 2002) and the political requirements for autonomy and sovereignty,
particularly when crossing jurisdictions (Balmer, 1981, Painter, 1998b). That is, each
agency at each level of government will be motivated to maintain its own offering of
its element of some over-arching integrated service to accommodate those customers
that do not require the whole integrated service, to accommodate unique exceptions,
and to maintain a means of demonstrating the delivery of undertakings made by the
relevant political bosses (typically, but not exclusively, Ministers) (Barrett, 2002b).

Consequently, integrated services will tend towards the aggregation of existing self-
contained services (or parts thereof) either through the simple collection techniques
illustrated in portals that are available today, or through more sophisticated
constructions where some supra-government service automatically links together the
relevant and necessary components of the integrated service through electronic
integration with the components maintained and offered by the constituent agencies.
There have been some early attempts as such services, with the earliest being the
Business Entry Point and the Australian Business Number Registration process.
Others have been trialled as part of the Trials of Innovative Government Electronic
Regional Services (TIGERS) project.

Making Integrated e-Government Services Real

The approach of integrating services ad hoc from multiple service offerers is well-
established in the rhetoric of technologies like Web Services and ebXML (Mertz,
2001, Wolter, 2001). There are very few examples of the technology working as
suggested at present, but there is enormous attention in the area so examples will
increase. This paper is not directly interested in the technological issues surrounding
integration; the subject is being considered and written about widely.

If there is to be a supra-governmental service it will be operated by some organisation
(Painter, 1998b). As the ideal circumstances of integrated services arch over all three
levels of government in Australia, the organisation is likely to be framed in terms
consistent with other inter-governmental relations approaches, for example, the
Murray-Darling Basin Commission, the Australian Consumer and Competition
Commission, or the Australian National Training Authority. Such organisations have
been applied to a variety of cross-jurisdictional issues, with mixed effectiveness
(Barrett, 2002b, Painter, 1998a, b, c).

But an organisation supporting the delivery of cross-jurisdictional integrated e-
government services will almost certainly include the added complexity of involving
at least one private sector partner (Barrett, 2002b, Painter, 1998a, Wettenhall, 2003)
given the need for specialist technical skills and whole-of-nation coverage for support.
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This is not guaranteed, but this paper considers it as it is a more complex problem
than ‘straightforward’ intergovernmental relations (if there is such a thing!).

The arrangements that might be necessary are difficult to describe concisely. In an

effort to capture the whole arrangement, Figure 1 is used to help guide the description
that follows.

Private Sector

Component
_ State Govt
Australian|Gov Component
Component
Organisation scope
Service scope
Local Govt
Component

Figure 1: Sketch of Supra-Governmental Organisation Scope and Interests

The organisation (central circle in Figure 1) is composed of the interests of the main
jurisdictions and provides the environment in which the integrated service is
delivered. The service, however, is composed of more than just those operations that
lie within the organisation; the service boundary is represented by the square in Figure
1. This incorporates the idea that each participant would offer some of or their entire
component of the integrated service as a stand-alone offering under their own ‘brand’.
The relative proportion of each participant would change for each integrated service,
and many would not include some private sector online service directly, but the
general condition suggests that all participants are involved in the service, and that all
those involved in the service are involved in the organisation that delivers the
integrated whole (the scope of the segments in Figure 1).

One further complication that Figure 1 cannot represent without cluttering the
diagram unacceptably is the fact that each participant is very likely to actually be
some number of participants from each jurisdiction; that is, many Australian
Government agencies; many (probably all) States, and likely many State-level
agencies; many, if not all, Local Governments; and possibly several private sector
players within a consortium involved in the organisation.

It would be difficult to overstate the complexity of this organisation, and it is likely
that there would be several such organisations, probably a minimum of one in each
sector (eg, health, taxation, welfare, industry development, etc), if only to assuage
public concerns about centralised data holdings by the ‘Big Brother’ government(s).
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The nature of this supposed organisation is fascinating because of that complexity.
Obvious areas where wholly new approaches are likely to be needed are in: formal
participation structures (some hybrid of intergovernmental arrangements and public
companies), the governance structure (the membership of a board of directors would
be hotly contested), accountability (the focus of the remainder of this paper) and how
such an organisation would evolve over time in the face of changing technology,
changing consumer demands, and regular changes of government (politicians and
policies). It is little wonder that many information technology professionals are of the
view that, in e-government ‘the technology is easy, the politics is where the real issues
lie’ (Cole, 2001).

The paper now turns to the matter of accountability in this postulated future
arrangement for the delivery of complex, integrated, electronic government services.

Accountability in Cross-Jurisdiction Administration

This paper adopts the following definition of accountability: *... the legal obligation
to be responsive to the legitimate interests of those affected by decisions, programs,
and interventions. To be responsive includes the duty of care and the requirement that
information concerning expenditure of funds and the exercise of public authority
should be given to the individuals affected, including legislators” (Considine, 2002,
p22). This is important in both private and public organisations, but is generally more
important in public organisations (Bozeman & Bretschneider, 1986). “The ability of
the public sector external auditor to report in detail to the public domain of Parliament
on the efficiency and effectiveness has no similar parallel in the private sector”
(Barrett, 1996, p5). In the private sector, provided the decision-maker does not break
the law, they may choose to do as they wish with no requirement to justify their
decisions to others (Bozeman, 1979, Quiggin, 1999). The higher level of scrutiny in
public organisations leads to higher levels of accountability mechanisms (Bozeman &
Bretschneider, 1986) usually implemented as controls over process and procedures
(the means) (Barrett, 2002a, Considine, 2002) because of the difficulty in identifying
performance and output measures (the ends) to control (Bretschneider, 1990, Rainey,
1983).

There is a substantial overlap between the demands of accountability and those of
governance (Barrett, 2003). Governance is attracting a great deal of attention at
present because of high-profile failures in the private sector through poor or corrupt
mismanagement (Barrett, 2001b), and the public sector is not immune to criticism in
this area. This paper will, however, focus on the accountability issues embodied in the
validation and verification of appropriate activity, and specifically some of the issues
of auditing the postulated organisation.

The general public expects that the government is working in their (the public’s) best
interests; a feeling of proprietorship and a fundamental belief that this is what
government exists to do (Rainey, Backoff & Levine, 1976, Singh et al., 2001). In
circumstances such as an integrated service provided across many tiers of government
and involving private sector partners, the public will typically not be able to grasp the
complexity of the accountability issues involved (Haque, 2001). But they will have a
simple requirement: its operation must be fair, equitable, correct, timely, and not
inadvertently disadvantage them. One suggestion is that “a reasonable test...might be
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that [the accountability arrangements] are at least equivalent to the transparency and
accountability ...if such arrangements were contained within one jurisdiction”
(Crompton, 2004, p5). The public will want to be assured of this not by some
complicated collection of audit reports but through a simple statement, preferably by
an elected official who can be held electorally responsible that “everything is fine”.
They will want to know that the large, detailed, audit reports exist, but not be
particularly interested in the details themselves (Balmer, 1981).

What circumstances can we expect in the review of the appropriate behaviour of our
postulated organisation that might lead to addressing the public’s expectations?

Both the federal and state levels of government have Auditors General whose role is
specifically to provide an independent authoritative statement to the public, through
the Parliament, of the appropriateness of operations of the government (Barrett,
2001b). State Auditors General have authority to audit the operations of local
governments in their State (Barrett, 2002a). Most government agencies also maintain
an internal audit team and many engage external auditors for additional scrutiny.
However, all of these auditors are limited in the scope of their review by the legal
environment in which they operate (Barrett, 2002a), and at base, the Australian
Constitution (Balmer, 1981). In short, the federal Auditor General cannot review the
operations of State government agencies, and no state Auditor General can review the
operations of a federal government agency. And here lies the first issue with our
proposed organisation. Recall Figure 1; the service scope extends beyond the
organisational boundary into the operations of some federal, state and local
governments. The federal Auditor General must limit his review to operations within
the federal government sphere, and within the organisation itself. State Auditors
General are similarly constrained. This can lead to two separate reviews developing
two different, conflicting opinions on the success of the operation of the organisation
(Barrett, 2002a). To some extent this is ameliorated if the audits are conducted
simultaneously, however, if there are several states involved, this is a lot of
simultaneous audit activity and may be unachievable (Barrett, 2002a).

The involvement of private sector players in the mix is less problematic in terms of
access because of the contractual arrangements most likely to be adopted in such a
circumstance (Barrett, 2002a, 2003). Essentially, private sector partners would be
obliged to allow all relevant Auditors General to examine relevant records (Barrett,
2002a). However, serious issues might arise when commercially sensitive elements of
the private sector players’ operations are included in the integrated service and are
discussed in detail in audit reports (Barrett, 2003). For the government to gain
benefits from including private sector players, it would be expecting to incorporate
leading edge, highly competitive service components of its private sector partners.
Such service components may represent the competitive advantage of the partner.
Revelations in public audit documents about the processes, and particularly any
weaknesses, would certainly represent potential damage to the private sector partners’
business.

Furthermore, the organisation itself would be likely to have an internal and/or an
external auditor appointed to promote efficient and accountable operations. These
auditors would have the ability to see into the operations across the whole range of the
organisation (entirely within the circle of Figure 1). They may even be provided the
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access to the relevant elements of the public sector and private sector partners’
operations. But, even if perfect insight was gained by that, they could only report to
the organisation’s leadership and almost certainly not be able to compel parliamentary
attention to problems that might lie within one or more government agencies at
whatever level. However, it seems unlikely that an auditor of our postulated
organisation would be granted the complete range of access needed, and indeed, there
may be concerns about revealing all of the operations within the organisational
boundaries.

How to Manage Accountability in Our New Organisation

So, what remedies might be available to address the risks that are identified within
this new organisational space? Two possibilities are immediately apparent, and there
are probably others.

Firstly, the powers of Auditors General are established, and constrained, with the
body of legislation governing our country (Barrett, 2002b, 2003). Intergovernmental
agreement to amending the relevant laws might allow Auditors General to cross
jurisdictional boundaries in appropriately limited ways to allow complete
investigations ‘in the national (or public) interest’. Such changes are likely to be
fraught with political problems, if indeed the legal problems are surmountable.
Further discussion of this alternative is outside the capacity of the author but this is an
area where more research might valuably point to useful models for future
intergovernmental collaboration.

We are imagining this Byzantine organisation in the context of the application of
information technology in the operations of government. Perhaps information
technology offers a potential remedy (Barrett, 2001a, 2002a)? The problem seems to
be to allow insight into operations in other jurisdictions that relate directly to the
operations of the integrated whole without ‘revealing’ the broader internal workings
of autonomous agencies. One possible technology solution exists through the creation
of highly-secure, shared audit logs of relevant information technology systems
operations. In essence, as well as any other operations in the information systems that
are integrated to produce the overarching service, a requirement might be set that an
encrypted record of all transactions of the type offered within the service are written
to a secure audit database housed within the proposed organisation (Barrett, 2001a,
2002a). This would mean that all transactions conducted by all organisations involved
in the integrated service that relate to the components of the integrated service (even
those transactions that were not delivered as part of an integrated transaction) would
be written to one location.

The use of encrypted transactions allows controlled access to data that includes
transactions that are not related to the specific operations of the postulated
organisation; that is, those transactions that were not part of an integrated transaction
but used systems in partner agencies that are normally part of an integrated
transaction. One technique that might be usefully applied has been proposed for
secure electronic vote counting (Jorba, Ruiz & Brown, 2003). In short, a public-
private key pair is generated. All entries written to the audit database are encrypted by
the public key of the audit database. The private key is not held by any one participant
in the organisation, but say, one half is held by the organisation’s auditor, and the
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other half is held by all other interested auditors (generally public sector Auditors
General). Two auditors must be involved in any examination of the audit database
records. Transactions can be further verified by using digital signature authentication
approaches, if necessary. Any auditor can examine all transactions of a certain type
but cannot inquire into the processes in the partner organisation that produced the
records unless otherwise permitted to in law.

For clarity, the purpose of component systems writing all transactions to the audit
database instead of only those involved in integrated transactions is two-fold: it is
simpler to have systems always do something than conditionally do something, and
the comparison of transaction results in integrated and isolated operations provides
necessary contextual information for the assessment of accountable operation of the
relevant information system.

This technology solution is not perfect. It means that ‘complete’ audits of the
integrated service rely upon entirely electronic records but does not guarantee that any
particular audit will be able to investigate the procedural actions that led the system to
generate the electronic records. It does, however, provide a single source for all audit
investigations, and that should promote better coordination between auditors with
relevant access to generate a comprehensive view of the accountability of the
integrated service’s operation. The solution is not the only thing needed to address
accountability in the proposed organisation. It is complementary to the other
necessary elements of good accountability practice, including clarity in governance,
policy, and procedures (Barrett, 2001a, 2002a).

Conclusion

e-Government is sufficiently acceptable that “it will simply be the way government
operates in the future” (Deloitte Research, 2000). The next steps in the e-government
journey are not yet clearly defined, and they will not be easy; the low-hanging fruit
has been picked, citizen expectations have been piqued and are increasing (Accenture,
2003, National Office of the Information Economy, 2002). Although technology is
slowly moving towards ready interoperability, the diversity of government approaches
to administrative and policy matters will constantly challenge integrators.

To accommodate the citizen’s increasing expectation for e-government to simplify
interactions with government and to hide the complexity of the bureaucracy needed to
manage the complex policy issues of our time, integrated services that cross agency
and jurisdictional boundaries are necessary (Barrett, 2002a, National Office of the
Information Economy, 2002). To protect the autonomy of governments at different
levels and to maintain the democratic principle of allowing people to elect
representatives in line with their view of the delivery of representational capacity,
these integrated services will be agglomerations of individually crafted components
found in many jurisdictions and even in the private sector (Balmer, 1981, Barrett,
2002a). To coordinate the operation of these integrated services in some equitably-
governed approach will require the creation of organisations with unique ownership
structures, novel governance structures, and subject to innovative accountability
regimes (Barrett, 2002a). Importantly, these organisations will be different to, and
more complex than, current intergovernmental arrangements, because of the likely
intimate involvement of private sector partners (Barrett, 2002a, 2003, Painter, 1998c),
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and because of the detailed administrative nature of their operation, where daily
transactions span multiple jurisdictions.

This paper recounted some of the complexity of such organisations and particularly
discussed the apparent issues to be addressed in the accountability of an organisation
that provides integrated services across tiers of government. It noted that the legal
structures in place in Australia limit the extent to which any of the otherwise
appropriate auditing entities could oversee such an organisation. These limitations
may be addressed by changes to the law. However, the paper proposed a means where
the technology that promotes the potential for highly integrated government services
can provide a suitable basis on which the existing auditing structures and
jurisdictional boundaries could reach far enough. This would allow the existing
auditors to provide the necessary assurance to the public that these supra-
governmental organisations meet the expectation of acting in the public’s best
interests without compromising the sovereignty and autonomy of government and
private partners.
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